PROVIDED BY

FindLow

WWW.FINDLAW.COM AT

UNITED STATES DISTRICT COURT
FOR TIIE EASTERN DISTRICT OF VIRGINLA.,
ALEXANDRTA DIVISIOGN il

AMERICA ONLINE, INC.,
Plaimilt,

CIVIL ACTION NO. 04- Aéd_’%ﬂ

¥.

JOHN DQES 1-48,

Defendanis,

e T P e )

AMERICA ONLINE'S COMPLAINT FOR VIOLATIONS OF THE FEDERAL (CAN-SPAM
ACT; THE VIRGINIA COMPLUTER CRIMES ACT; AND THE CovnMoN LAaW oF THE
COMMONWEALTH OF VIRGINIA

1. Acting either alone or in concert with one another, numerous but currently
unidentified Defendants — John Does 1 through 40 — have transmitlied (or knowingly procured the
transmission of) millions of deceptive and unsolicited bulk electrenic mail messages {“spam™) to
America Online, Inc. (“AOL”) and its Members. These spam messages were transmitled through
fraudulent means designed 1o hide their identity, including the use of materially false or misleading
hcaders. These spam messages were all transmilled in violation of the CAN-SPAM Act of 2003
(effective January 1, 2004), the Virginia Computer Crimes Act (as amended effective July 1, 2003)
and other laws as alleged Lerein.

2. Defendants’ spam messages advertise a variety of products and services,
including but not limited to: mortgage leads, business opportunities, and subscri ptions 1o adult
content Web siles. True and correct copics of samples of Defendants® spam messages are altached.

3. Defendants' spam mnessages adversely atfect AOL and ils Members. Since
Tanuary 1, 2004, Defendants’ messages have triggered hundreds of thousands of Member

complaints. Defendants” conduct also adversely affects AOL by clogging its computers and
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computer system, co-opling (ke valuable resources needed to deliver legitiniate e-mails, and causing
AOL io dedicate equipment, software and personne] to black, filter, process, deliver, and store such
Sp&m IMEIFAZLS,

4. By their actions, Delendants have violated the CAN-SPAM Act of 2003 (for
conduct after January 1, 2004) and the Virginia Coimputer Crimes Act (Va. Code Ann. § 18.2-152.2
e seq.). Defendants have alse respassed upon AQL’s personal properly and have conspired with
others to engage in unlawtul condnct ~ both in violation of Virginia common law. As a resuli of
their illegal conduct, Defendants have knowingly misappropriated advertising services on AOL's
proprietary network and have been unjustly enriched at AOL’s expense.

3. By this aclion, AOL seeks (i) an injunction to prevent further unlawful
conduct; (i} statufory damages under the Federal CAN-SPAM Act of one hundred dollars for each
violation of the Acl, as defined therein; (iii) siatutory damages under the Virginia Computer Crimes
Act of one dollar for each and every intended recipient of an unsolicited bulk electronic mail
message where the intended recipient was an AQL Member, or $25,000 for each day an attempt was
made to transmit an unsolicited bulk clectronic mail message to an AOL, Member; (iv) punitive
damages; (v) attorneys' fees and costs of suit; and {vi} restitution of all benetits accepted and retained

by Defendants as a result of their unlawlul conduct.

THE PARTIES
America Onling, Inc.
6. AOL. is a Delaware corporation with its principal place of business at 22000

AOL Way, Dulles, Virginia 20166. AOL provides a proprietary, content-hased online service,
which enables Members Lo pursue a variety of on-line activities, such as use of e-mail and access to
the lntexnet. AOL's central computer system, which includes specialized computers (called
“servers”) that process e-mail messages, is located jn the Commonwealth of Virginia. E-mail senl lo

und from AOL Members is processed through and stored on thesc computers. Moreover, AQL's

AQL's CAN-SF AM Comnpluint Against John Dees 1-40 {EDVA)


http://www.findlaw.com/

cornpulers in Virginia provide the functionality and content for the AOL scrvice provided

throughout the United States and abroad.

John Does 1-40

7. Defendants” identilies are currently unknown to AOL becanse Defendants

have intentionally acted 1o hide their identities to evade detection.

JURISDICTION AND VENUE

8. This action anses out of, among other things, Defcndant;.‘ violation of the
Federal CAN-SPAM Act of 2003, The Court has subject maller jurisdiction of this action based on
28 U.5.C. §§ 1331, and 2R U.S8.C. § 1332 (diversity jurisdiction), and has supplemental jurisdiction
of AQL’s stale law claims based on 28 U.S.C. § 1367,

9, Pursuant to 28 U.5.C. § 1391(b), venue is proper in this judicial district. A
subslantial part of the events or omissions giving rise 10 AOL’s claims, together with a substantial
part of the property that is the subject of AQL’s clawns, ure situated in this judicial district. The
{ederal District Court for the Eastern Districl of Virginia has personal jurisdiction over Defendants
because, by transmitting spam messages to AOL Members through AOL’s computers and computcr
system, they have used a computer network located in the Eastern District, have cansed tortious
injury in this judicial district, have regularly soliciled business and engaged in a persistent course of
conduct in Virginia, and have derived substantial revenue from services rendered in Virginia.
Defendants directed electronic activily inlo Virginia with the manifest intent of engaging in business
or other inleractions within the State, and that activity creates in AOL a potential cause of action

cogmizable in the State’s courts.

PUBLICLY POSTED PROHIBITION OF TrANSMISSION OF UBE T AQL MEMBERS

10, At all times relevant to this Complaint, ACL has prohibited the transmission

of unsolicited bulk e-mail (“UBE") througlh its system to its Members. This UBE policy has been
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availuble at “sol.com” at all times relevant to this Complainl. Al all times relevant to this

Complaint, the policy has siated:

America Online, Inc. {"AOL") does not authorize the use of its proprictary
computers and computer network (the AQOL Network™) 10 aceept, transmit or
distribute unsoliciled bulk -mail sent from the Internet to AOL members. In
addition, Intemet e-mail sent, or caused 10 be sent, o or through the AQL
Network that makes usc of or containg invalid or forged headers, invalid or non-
existent domain names or oiber means of deceptive addressing will be deemed to
be counterfeit, Any altempl (o send or cause such counterfeit e-mail to be sent to
or through the AOL Network is unauthorized. Similarly, e-mail that is relayed
from any third party’s mail scrvers without the penmission of that third party, or
which cmploys similar lechnigues to hide or obscure the source of the c-mall, is
also an unauthonized use of the AOL Network. AOL does not authorize anyone
to send e-mail or cause e-mail 10 be send (o the AOL Network that violates
AGL's Terms of Service, AOL does not authorize the harvesting or coilection of
screen names from the AQL service for the purpose of sending unsolicited c-
mail. ACL reserves the right to takc all legal and technical steps available Lo
prevent unsolicited bulk c-mail or other unauthorized e-mail from crilering,
utilizing or remaining within the AOL Nelwork. Nothing in this policy is
mtended to grant any right to transmil or send e-mail to, or through, the AOL
Network., AQGL's failure to enforce this policy in every instance in which it might
have application does not amount to 2 waiver of AOL's rights.

UBE ADVERSFLY AFFECTS AOL

11 AQL’s computer syslem located in Virginia includes equipment that receives,
processes, stores and delivers e-mail transmitted to AQL Members, AOL’s e-mail system currenily
reccives nearly 2 billion e-mail messages per day. Since 1999, AOL has installed and unplemented
proprielary e-mail filters for identifying and blocking messages that appcar 1o be UBE. On average,
ihese filtering systems currently block in excess of 1 billion messages per day. This figure is ten
times higher than the average daily volume being blocked as recenily as 1999,

12. AOL reecived between 4 and 10 million Momber reports of spam per day in
the relevant time period.

13, AOL’s mail servers and UBE filters have a finite procecssing speed and
memory storage capacily that limit AQL’s ability to receive, sort, deliver and store e-mail and thus

limit the rate at which e-mail can be processed. AOL’s c-mail system must spend time processing e-
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mails to distinguish legitimate e-mail from UBE. UBE impairs the delivery of legitimate e-mail and
the functioning ol AOL’s compuier network. AQL alse incurs substantizl costs in handlin 2
telephone calls from Members regarding spam.

14, By advertising through UBE, Defendants have also shifted their advertising
costs onlo AOL. Having shifted those custs, Defendants have targeted indiscriminately as many

recipients as they can possibly reach.

LounNT I
(Violation of the Federal Controlling the Assault of Non-Solicited Purnography and
Marketing Act of 2003—FCAN-SPAM” (15 U.S.C. § 7701 et seq.)
(Vialation uf section S(a)(1) — false or mislcading transmission information)

15, AOL repeals and re-glleges paragraphs 1 through 14 of this Complaint.

16.  Defendants initiated or procured the transmission to AOL’s protected
computers, of cormumercial e-mail messages that contained, or were accompanied by, header
information that was materially false or materially misleading,

17. Defendants mitiated or procured the transmission to AQL,’s protected
computers, ol commercial e-mail messages thal did nof include a “From™ line that accurately
identificd auy person who transmitted or procured the transmission of the message.

18, Deifendants had actual knowledge or consciously avoided knowing whether
persons Initiating messages advertising their produets were advertising them in viclation of Section 5
of the CAN-SPAM Act.

19, Defendants’ actions were willful and knowing.

20 As u result of defendants’ actions, AOL hus been adversely affected in an
amount to be proven at trial. For all violations of sections 5(a}(1) of the CAN-SPAM Act of 2003,
AOL sceks 1o recover the amount caleulated by multiplying the number of violations {with each
scparately addressed unlawful message that is transmitted or attempted (o be transmitied vver AQL’s

protected computers treated as a separate violation) by $100.
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Count I1
(Violation of the Federal Controlling the Assauli of Non-Sulicited Pornography and
Marketing Act of 2003—“CAN-SPAM?* (15 U.S,C. § 7701 et seq.)
(Violation of section 5{a}(2}), 5(1)(3), and 5{a}(5) — misleading subject
headings, no functioning opt-out, ne disclosure of valid physical address)

21. AOL repeals and re-alleges the allegations of paragraphs 1 through 20 of the
Coraplainl. |

22, Defendants engaged in a pattern or practice of initiating or procuring the
lransmission of commercial electronic messages which contained subject headings that defendants
knew, or should have known, were likely 10 mislead a recipient, acting reasonably under (he
circumstances, about a material fact regarding the contents or subjeci matter of the messuges.

23, Defendants had actual knowledge or consciously avoided knowing whether
persons mitiating messages advertising their products were advertising them in violation of Scetion 5
of the CAN-SPAM Act.

24, Defendants engaged m a pattern or practice ol Initiating or procuring the
transmission of commercial clectronic messages which failed 1o coniuin a functioning rewumn
clectronic mail address or other Intemet-based mechanism, clearly and conspicuously displﬁyc:d, that
a recipient could use to subimit a reply electronic mail messuge or other forin of Inlernet-hased
communication requesting not to receive [uture commereial clectronic mail messages from that
sender at the electronic mail address where the message was received.

25 Defendants enpaged in a pattern or practice of initiating the transmission of
commercial electronic messages which failed to include a clear and conspicuous identification that
the message was an adverlisement or solicitation, (xiled to provide a clear and conspicuous nolice of
the opporlunity to decling to receive further commercial electronic mail messages from the sender:
and failed to provide a valid physical postal address of the sender.

26.  Defendants’ actions were willful and knowing.

27.  Forall violations of sections 5{(a)(2), (a)}3), and (a)(5) of the CAN-SPAM Aci

of 2003, AOL seeks to recover the amount calculated by multiplying the number of violations (with
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each separately addressed unlawful messape that is ransmitted or attempted to be transmitted over

AOL’s protected computers treated as a separate violation) by $235.

CoMPulER FRATD IN VIOLATION OF § 18.2-152.3 oF THE
VIRGINLA COMPUTER CRIMIES ACT

28, AOL repeats and rc-alleges the allegations of paragraphs 1 through 27 of the
Complamt.

29.  Inconncction with its provision of onling and Internel services to its Members
who are citizens of the Commonwezlth of Virginia and other Statcs, AQL maintains computers and a
computer network in the Commmnonwealth of Virgina.

30, Deflendants have used AOL's compurers and computer network "without
authority,"” as that term 1s defined in Va. Code Ann. § 18.2-152 2, by transmitting spam in
contravention of the authority granted by AQL and in vielution of AOL's Unselicited Bulk E-Muail
Policy and ils Terms of Service.

31. Without authority, Defendants have obtained access to and used ACL s
compulers and computer network with the inlent to obtain the use of AOL’s property and services by
false pretenses, in violation of Va. Code. Ann. § 1%.2-152.3, and have thus committed Computer
Fraud.

32, The foregomg acts of Defendants have cansed injury to AOL, AOL’s
computers and compuler network, and to AOL’s business relations, reputation and goodwill.

33.  Defendanis threaten to continme 1o engage in the unlawful transmissions
complained of herein, and unless restrained and enjoined will continue to do so, impairing the
services provided to AOL Members and causing AOL irreparable damage. It is difficult fo ascertain
the amount of compensation that could alford AOL adequate relief for Defendants’ continuing
unlawful acts. AOL’s remedy at law is, therefore, inadequate to compensale for the injuries

threatened.
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34, For all Computer Fraud in vielation of the Virginia Computer Crimes Act
committed by Defendants after Tune 30, 2003, AOL seeks to recover $1 for each and every intended
recipient of an unsolicited bulk clectronic mail message where the intended recipicnt is an AOL
Member, or $25,000 for cach day an allempt is made to transmit an unsolicited bulk elecironic mail

message to an AOQL Member.

Counr 1V
COMPUTER TRESPASS IN ViOLATION OF § 18,2-152.3: 1{AX I} OF TIHE
YGiNiA COMPUTER CRIMES ACT

35 AQL repeats and re-alleges the allegalions of paragraphs 1 through 34 of the
Complaint.

36, AOL maintains computers and computer network in the Commonwealih of
Virginta through which it (£) acts as an inlermediary in sending or receiving e-mail and (ii) provides
its Members the ability 10 send or receive c-mail, and as such is an "Electronic Mail Service
Provider" as defined in Va. Code Ann. § 18.2-152.2.

37, Defendants threaten to continue to engage in the unlawful transmissions
complained of herein, und unless restrained and enjoined will continue to do so, impairing the
services provided to AOL Members and causing AOL irreparable damage. It is difficuli lo ascertain
the amount of compensation that could afford ACL adequate reliel for Defendants’ conlinuing
unlawiul acts. AOL’s remedy at law is, therefore, madequate to compensate [or the injuries

threatened.

38.  Defendants used a compuler or 4 computer network with the intent 1o [alsify
or forge electronic mail transmission information or other routing infonﬁation m congection with the
transmission of unsolicited bulk electronic mail through or into AOL’s compuler network o its
Members.

39, For all violations under this Court of the Virginia Computer Crimes Act
commilled by Defendants after June 30, 2003, AQL seeks 1o recover $1 for each and every inlended

recipient of an unsolicited bulk electronic mail message where the intended recipicnt is an AOL
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Member, or $23,000 for each day an attempt is made to transmit an unsoliciled bulk electronic mail

message o un AOL Member,

CoOUKTY
DEALING IN FALSIFIED BULK EMAN. SOFTWARE
IN VIOLATION OF § 18.2-152.3:1{AN2) OF THE VIRGINIA COMPUTER CRIMES ACT

40.  AOQL rcpeats and re-alleges (he allegations of paragraphs 1 throngh 39 of the
Complaint.

41, Defendants knowingly sold, gave or otherwise distributed or possessed with
intent to sell, give or distribute software that is primarily designed or produced for the purpose of
facilitating or enabling the falsification of eleclronic mail transmission inlormation or other routing
information, that has only limited commercially significant purpose or use other than to facilitate or
snable the falsification of electromce mail transmisgion information or other rouling information, or
thal is marketed by Nefendants for usc in facilitating or ensbling the falsification of clectronic mail
iransmission information or other routing information.

42, Detendants’ acts have caused imjury to AOL, AOL’s compuers and computer
network, and to AOL’s business relalions, reputation and goodwill.

43, Delendunls threaten to continue to engage in the unlawful {ransmissions
complained of herein, and unless restrained and enjoined will continuc to do so, impairing the
services provided to AOL Members and causing AQL iireparable damage, 1 1s difticult to asceriain
the amount of compensation that could afford AOL adequate relief for Defendants’ continuing
unlawtul acts. AOL'’s remedy at law is, therefore, inadequale lo compensate for the injurics

threatened.

44.  For each such viclation of the Virginia Computer Crimes Act commilted by
Delendants after June 30, 2003, AOL seeks to recover $1 for each and every intended reciptent of an

unsolicited bulk electronic mail message where the intended recipient is an AQOL Member, or
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$25,000 Lor each day an attempl is made to transmit an unsolicited bulk electronic mail message to

an AQT Member,

COUNT ¥]
THEFT OF COMI'UTER SERVICES IN VIOLATION GF § 18,2-152.6 OF THE
VIRGINTA COMPUITER CRIMES ACT

45.  ADL repeats and re-ullepes the allegations of paragraphs 1 through 44 of the
Complaint.

40.  The e-muil und electronic message services AOL provides constitule
"Computer Services” pursuant to Va, Code Ann. § 18.2-152.2,

47.  Through their transmission of spam to AOL and its Members, Defendanis
have knowingly and willfully used AOL's computers and computer network without anthority with
wicnt {0 obtain Computer Services. Defendants' conduct constinites Theft of Cumputer Services in
violation of Va. Code Ann. § 18.2-152.4.

48, Defendants' acts have caused injury to AOL, AOL's computers and computer
network, and to AOL’s business relations, reputation and goodwill.

49.  Defendants threaten to continue 10 engage in the anlawtul transmissions
complained of herein, and unless restrained and enjoined will continue to do so, impairing the
services provided to AOL Members and causing AOL irreparable damage. It is diffieuit
ascertain the amount of compensation that could afford AQL adequate relief for Defendants’
continuing unlawful acts. AOL’s remedy at law is, therefore, inadequate 1o gompensate for the

injuries threatencd.

30.  For each such violation of the Virgiuia Computer Crimes Act committed by
Defendants after June 30, 2003, AOL seeks (o recover $1 for each and every intended recipicnt of
an unsolicited bulk electronic mail messuge where the intended recipient is an AGL Member or
$25,000 for each day an attemp is made to transmit an unsolicited bulk elecironic mail MEeSsage to

an AOL Member,

10
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CounT V1L
TRESPASS TO CHATIELS
UNDER THE ComMMDN Law OF VIRGINIA

51. AOL repeats and re-alleges the allegations of paragraphs 1 through 50 of the
Complaint.

32, The computers and compuler m:quric that constitute AOL’s c-mail syslem are
the personal property of AOL.

33.  Withoul valid anthorization, Defendants have intentionally and repeatedly
obtained aceess 10, and made wse of, AOL’s computers and computer network to transmit spam to
AOL Members for their own economic benefit.

54.  Through their practice and pattern of repeatedly transmitting spam through
AOQL’s computers and computer network in high vohimes, Delendants have wrongfully excreised
dominion over AQJ.’s computers and computer network in denial of AQL’s rights to that properly.
Defendants” wronglul exercise of dominion over AOL’s computers and computer network has
deprived AOL and 1ts Members of the legitimate use of this commercially valuable system.

35, Under the common law of Virginia, Defendants’ conduet conslitutes trespass
to ADL’s chattels.

56. As a result of Defendants’ trespass to AQL’s chattels, AOL has suffered and
will continue to suller irreparable injury, loss of reputation and pecuniary damages, AOL’s damages
include not only pecuniary injury, but the loss of its customers and the loss of the good will of its
existing customers. Unless enjoined by this Court, Defendants will contimue these acts of trespass,
thereby causing AOL continuing and irreparable damage.

37.  Defendants” acts of trespass have been undertaken intentionally with malice,
oppression and frand, justifying the imposition of punitive damages in amounl sufticient to punish

Defendants and deter Defendants and others from engaging in similar conduct.

11
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CoOUNnT YI1I
CovMoN LAaw CONSPIRACY TO COMMIT
TRESPASS T0O CHATTELS AND ¥IOLATE
FEDERAL AKD VIRGINLA STATUTES

58, AOL repcats and re-alleges the allegations of paragraphs 1 through 57 of the
Complaint.

38, Onimfonmation and belief, Delendants have conspired and combined wilh one
another and third parties to send spam to and through AOL’s computers and computer system {0
AOL Members. Defendants have wrongfully exercised dominion over AOL’s computers and
vomputer system, and bave deprived AQL and its Members ol the legitimate use ol this
comraercially valuable system. Defendants have committed and have conspired to commit trespass
to chattels under Virginia common law,

60, Oninformation and belief, Defendants have conspmred and combined with one
another and Lhird parties to intentionally exceed anthorized access o AGL's Protected Computer
Fucilities by harvesting and collecting AQL Member e-mail addresses. This conduct has caused
damage by impairing the operation of AOL’s compulers and computer network and by impairing
AOL’s provision of e-mail scrvices to its Members. On and after January 1, 2004, Defendants have
violated, and have conspired to viclaie, the CAN-SPAM Act of 2003,

a1, On informalion aud belief, Defendants have also conspired and combined
with one another and third parties to transmit spam messages 1o and through AOL’s computers and
computci' network located in the Commonwealth of Virginia. Defendanis have used AOL's
compulers and computer network without authority apd with intenl o {1) obtain services by falsc
pretenses; (i} falsify or forpe transmission and/or rouling information: and (iii) obtein computer
services, all in violation of the Virginia Compuier Crimes Act.

62.  The cffectuation of these conspiracies through the transmission by
Defendants” co-conspirators of unauthorized bulk e-mail to and through AOL’s computers and

computer network has damaged AOL and its Protected Computer Facilities by impairing the
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integrity andfor availability of data, programs, systems, and/or information, and haus damaged

AQL’s business relations, reputation, and poadwill among its Members,

Count IX
UNJUST ENRICHMENT AND
THE IMPOSITION OF A CONSTRUCTIVE TrUST IN FAVOR OF AQL

03.  AOL repeats and re-alleges Lhe allepations of paragraphs | through 62 of the
Complaint.

64. By lransmitting spam through AQT, to AOL Members, Defendants have
knowmgly obtained, conlerred, or retained advertising-related benefits acquired al ADL's expense.
Defendants’ knowing scquisition of these benefits occurs under circumstances (hat render it
inequitable for Defendants to retain the benefits without paying for their value.

65, As aresult of Defendantz” unjust enrichment, Defendants should be ordercd
to compensate AOL for the value of the services it unwillingly provided, and ordered to disgorpe
all profits detived fromt all bulk c-mailing activities. A constructive trust should also be imposed
in favor of AOL on all moneys received by or due Defendants and on all profits generated by
Defendants’ illegal activities as a result of their bulk e-mail activitics and on all real property,
molor vehicles, and other personal properly purchased with moneys received by Defendants as a

result of their bulk e-mail activities.

PRAYER FOR RELIEF

WHEREFORE, Plamtiff AQL requests entry of judgment in its favor and against
Defendants:
a. Granting preluminary and permanent injunctive relicf against
Defendants, their o[ficers, agents, servants, employees, and attomeys, and upon those persons in
active conceri or participation with them who receive actual notice of the arder by personal

service or olherwise, enjoining them from directly or indirectly:
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AOLs CAN-SPAM Complaint Against Tohn Does 1-40 (EDVA)



1. Sending or fransmilling lo any destination, or directing,
aiding, or conspiring with others to send or (ransmit to any destination, electronic mail or
electronic communication bearing any false, fraudulent, anonymeous, inactive, deceplive, or
invalid source, routing, or return information;

2. Using, or dirceting, aiding, or conspiring with others to usc
AOL’s computers or computer nefwarks, or the computers or computer networks of any of
AOL's subsidiaries or alliliates, in awry mannor, direcily or indirectly, in connection with the
transmission. or transfer of any form of electronic Information across the Intemet;

3. Opening, creating, obtaining access to, and/or using in any
way, or directing, atding, or conspiring with others to open, create, obtain access (o, und/or use in
any way, any AOL membership or account;

4. Acquiring, compiling or transferting AOQL Member e-mail
addresses or e-muail addresses that co-ntam an AOL domain;

A Sending or transmitting, or direcling, aiding, faciiitatiug or
conspiring with others to send or transmit, any elecironic mail message, or any electronic
communication of any kind, to or through AOL or its Members;

6. Crealing, registering, or maintaining any Internet services
by providing talse or misleading information;

7. Participating in or operating any Internet Website which
offers any “click-through” or referral-revenue sharing compensation program; and

g Hiring or retaining any employee or contractor to advertisc
any products or services without first obtaining and retaining on file: (i) information adequate 1o
effect service of a legal complaint filed in a United States district court on such employee or
contractor; and (i1} that employee’s or contractor’s signed acknowledgement that the employee
ot contractor has reecived notice of this Order, agrees to be bound by it, and agrees to submit to

the jurisdiction of this Court for any alleged violations of this Order,
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b. Awarding AOL stamtory, compensatory, and punitive damages,
and restitution, in an amount to be proven at trial, caused by Defendants” violation of the CAN-
SPAM Act ol 2003, the Virginia Computer Crimes Act, and common law;

c. Imposing a constructive trust on all real and personal property
purchased by Defendants with funds derived from their illegal bulk email activities:

d. Awarding AOL ils attomcjfs’ fees and costs associated with
progsecuting this action; and

€. Giranting AOL such other or additional reliel as this Court deems

just and proper under the circumstances,

Dated: March j . 2004 Respectfully submitted,

M,

LATITAM & WATKINS
Jennifer . Archie

Abid R, Qureshi (VSB # 41814)
555 Elevenik Street, N.W.

Sulte 1000

Washington, D.CC, 20004-2505
(202) 637-2200

INTERNET LAW GROUP

Jon L. Pragd (V8B #40678)

4121 Wilson Boulevard, Suite 101
Arlington, Virginta 22203

(763) 243-8100

Attornevs for Plaintify
America Gnline, Inc.
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Page 1 of 1

Retumn-Path: Received: fron: [ - IR -7 .1£) with
ESMTP id MATLINIDI 24-1ef04018778b3ed; Wed, 28 Jan 2004 22:01:31 0300 Date; Wed, 28 Jan 2004 22:01:31 -0500
Hrom: Subject: Drunk COllege Giris get Done ITard!! MIME-Version: 1.0 Message-10:

il com> X-Mailer; Aulas Mailer 2.0 X-AOL-IP: I Content-Type:
text'plain; charset=iso-8539-1 Content-Transfer-Encoding: 8t Tor undiselosed-recipients:; Do you have ANY idea how
EASY il ix 1o [ind horry off chics thar want to get Tllkd? We've mat ap with TONS of these HORNY AN teens and said
wi are awditioning for an upeoming plen videa. You wouldn’t believe how many chics will jump in front of the cameral!!

Don't take my word for i, ke a look for vourseI M

http:voww [ - - 111 _|ds 19258761 2d500d44_boundary—



Page | of 1

Return-Path: Received: from by R o7 15) with
CSHMTP id MAILINIDG1-3dt6401 L8ScTL T8, Fri, 23 Jan 2004 F3:36;25 0300 Date: Fri, 23 Tan 2004 15:36:23 0500 From:
To: daol.com Subject: Hey there my friend... MIME-Version: 1.9 Message-1

= danl.com> K-Mailer: Atlas hMailer 2.0 X-AOL-IF: Content-Type: text/plain:
charset=120-8%39-1 Content-Transfer-Encoding: 8bit haed a loan? [nterest rates are ar ir's Iowest! [t's that time. act today! All
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